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Data Privacy Impact Assessments

All areas of new or existing risk should have a Data Privacy Impact Assessment and you should complete these as part of your compliance with the Data Protection Act.
Processing that is likely to result in risk includes (but is not limited to):
· Systematic and extensive processing activities, including profiling and where decisions have legal effects, or similarly significant effects, on individuals.
· Large-scale processing of special categories of data or personal data relating to criminal convictions or offences.
· Large-scale, systematic monitoring of public areas (such as CCTV)

For example, you might do this where you've considered implementing a new web monitoring system in the classroom or sharing data outside the school.
A DPIA should be reviewed regularly and remains a live document. If a data breach should occur the original DPIA should be reviewed and updated.
Where it isn't clear whether a DPIA is required, we recommend completing one, as it is a useful tool to help comply with data protection legislation.
A DPIA should be carried out prior to the data being processed.
· The HT is responsible for ensuring that the DPIA is carried out, although someone else inside or outside the school may do it.
· The school must seek the advice of the data protection officer. This advice, and the decisions taken by the controller, should be documented within the DPIA.
· The school must seek the views of data subjects or their representatives, where appropriate.
· While there is no legal requirement to publish a DPIA, the controller can choose to do so.

	Will individuals provide information about themselves?




Will this be stored electronically?


Will this be stored manually?

	Yes No, The CCTV will be automatically recording. Individuals will be made aware of the processing through signs being on display nearby cameras. 
The signs are located at the school entrance, by the school reception

Yes, by the entrance to the main playground and by the field date. The CCTV will be stored on the CCTV system which can be accessed from the school office which has password protection.

NoNo, the data will not be stored manually.

	What is the reason for holding this data?


	To monitor and protect staff members, visitors, children, parents and contractors. 

To provide a safe and secure environment 
To prevent loss and/ or damage to the building and/or assets.
To assist in the prevention and detection of crime.
Reveal who have been visitors on site


	Will you make decisions or take actions from this data?

Consider and detail some of the impacts should this data be incorrect, lost or stolen.

	No Yes. If an incident was to occur and was shown on CCTV, this may be disclosable to the police or as part of a Subject Access Request. 
Data could be lost or stolen if the CCTV system is compromised.



Reveal who have been visitors on site, potentially contractors working on site and parents

	Will the project involve the collection of new information that you have not previously held?

	Yes 
This is a new project and are implementing four cameras that will cover the school grounds. 
The CCTV cameras will cover the following areas-

Outside the door to the school reception
On the apex roof overlooking the main school entrance
On the school hall overlooking the main entrance to the playground
On the school hall overlooking the field gate which leads to a public footpath.


	Will the information be shared or disclosed to individuals who do not currently have access to this?

Note: An example of this is where you buy in a service such as milk for the children and you share details with the provider.  

	No What is the nature of your relationship with the individual/s?
Professional relationship with staff.
Professional relationship with students as an education provider. 
Professional relationship with parents.
Professional relationship with visitors and contractors.

How much control will they have over their information?
CCTV footage will be reviewed if an incident occurs and can be viewed by 
authorised staff for safeguarding purposes. 
An individual can request to view the CCTV footage they are visible in, this will 
be treated as a subject access request. Should other individuals be visible in this
footage, appropriate redactions will be made where possible, consent will be 
sought or the individual will be invited in to view the footage and asked to sign a confidentiality agreement. 
Relevant images may be shared with others, such as the police in the event of a
crime or the appropriate staff members when necessary to review possible 
disciplinary matters or complaints.
Does this include children?
Yes, as cameras are located within the school premises. 



	Are you implementing new technology which might be perceived as being privacy intrusive?  Biometrics or facial recognition?

Note: An example of this is the implementation of a finger-print payment system.  The implementation of CCTV in school would be another.  

	Yes -–The CCTV system will record footage 24/7,365 days per year. People are made aware of cameras through signage which are located inside and outside the building so they are aware they are being recorded.
Cameras will not be situated in areas where there is an expectation of privacy such as toilets or changing rooms. 

	Does the information being collected contain.  Health Records, Criminal Records for example or any other information which is considered private?

	No 

Criminal offence data may be processed if cameras capture such events.
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	Will you contact individuals in ways which they may find intrusive?

	No




The Need for the DPIA1. Explain why you are collecting the data - Necessary for school security to record visitor movement in and out of the school building at all times. 
We are collecting CCTV data to ensure the safety of all staff, students, parents, visitors and contractors whilst on the school premises.
To provide a safe and secure environment.
To prevent loss or damage to the building and/or assets.
To assist in the prevention and detection of crime.  
2. Link any project documents.  (If you are implementing a new system, the specification etc.)
CCTV Policy will be on the schoolsschool’s website. It will also be included within the school’s privacy notices and data protection policy. 

3. Why you have identified the need for a DPIA –
 Installing a CCTV system can bring some data protection implications. The DIPA will help us identify and risks and how to mitigate them as the monitoring of individuals poses a risk to their rights and freedoms. . 
















Data FlowsWhat is this going to achieve?
Having CCTV in place will help us achieve a safer environment for everyone on our premises. It will allow us to share information relating to any incidents with the relevant authorities. 
What is the intended effect on individuals?
Awareness that their behaviour is being recorded and that there are measures in place to keep them safe.

What are the benefits of the processing?
To ensure a safe environment. 

Where/who will capture the data?
CCTV cameras outside the building, on the roof and on the school hall to capture footage of the entrances and exits and school reception. This CCTV can be viewed on monitors which are located [ insert location] and on work devices of the following staff members [ insert names]. 

Where will the data be stored? It will be stored on a hard drive located in the school’s office which will be offline [ insert name of CCTV provider/ brand]. 

How long will it be kept? Information will be kept in line with the CCTV policy which will be 30 days which will then be subsequently overwritten. It will only be kept longer than this, if necessary, as part of an active investigation.

How will it be kept up to date / reviewed?
We will only view the data in the instance that an incident has occurred and we need more detail. 

How will it be destroyed? Securely deleted from the managing system automatically after 30 days. 

Nature of the data – does it include special category data?
It may inadvertently collect special category data, but this is not the purpose of the CCTV. This may include medical data and criminal conviction data. 
How much data will be collected? 
Footage will be recorded 24/7, 365 days per year.




Describe the context of the processing

Describe the purposes of the processing.Where/who will capture the data?
CCTV cameras outside the building, on the roof and on the school hall to capture footage of the entrances and exits and school reception. This CCTV can be viewed on monitors which are located [ insert location] and on work devices of the following staff members [ insert names]. 

Where will the data be stored? It will be stored on a hard drive located in the school’s office which will be offline [ insert name of CCTV provider/ brand]. 

How long will it be kept? Information will be kept in line with the CCTV policy which will be 30 days which will then be subsequently overwritten. It will only be kept longer than this, if necessary, as part of an active investigation.

How will it be kept up to date / reviewed?
We will only view the data in the instance that an incident has occurred and we need more detail. 

How will it be destroyed? Securely deleted from the managing system automatically after 30 days. 

Nature of the data – does it include special category data?
It may inadvertently collect special category data, but this is not the purpose of the CCTV. This may include medical data and criminal conviction data. 
How much data will be collected? 
Footage will be recorded 24/7, 365 days per year.

	






StakeholdersWho are we consulting with to identify privacy risks?
We will not be consulting with any individuals or stakeholders on this. We have consulted our data protection officer.


Identify the Privacy and Related Risks (What are the potential problems?)E.g. highly sensitive data posted to the wrong location as address details not up to date.
Individuals accessing the CCTV footage without permission. 
Possible cyber-attacks/ hacking which would make the system vulnerable. 
Not being able to share footage due to it containing children.
Subject access requests for footage revealing the identity of other individuals. 





	Privacy Issue
	Risk to Individuals
	Risk Level

	E.g. highly sensitive data posted to the wrong location as address details not up to date.
	E.g. medical records included in the data which could impact the way the individual is treated by others. 
	

	Unauthorised individuals gaining access to the CCTV system. 
	Possible to view personal data that they do not have authorisation to see. 


	Low – the system is [ insert protections]

	Hacking or cyber attacks on the CCTV system. 
	Hackers could have the ability to watch/ edit/ delete footage. 


	Low – the CCTV footage is stored on a hard drive which is offline.

	Work devices containing access to the system could be stolen/ lost or destroyed.
	The loss of data could impact individuals or investigations.


	Medium – all work devices are password protected.

	Third party data could be shared with individuals as part of a subject access request. 
	This could possibly lead to a data breach if the individuals are not authorised to view third part data.


	Low – In the event of a subject access request, footage will be redacted and consent will be sought or the requester will be asked to sign a confidentiality agreement. 

	
	


	

	
	


	








Identify the Privacy Solutions (What can we do about it?)
	Risk
	Solution(s)
	Result
(Is the risk reduced, eliminated, acceptable?)
	Evaluation
(Is the final impact after implementing, justified, compliant and proportionate to risk?) i.e. reduction of risk to acceptable level.

	

	
	
	

	

	
	
	

	

	
	
	

	

	
	
	

	

	
	
	

	

	
	
	

	

	
	
	



Sign Off and Record the DPIA Outcomes
	Risk
	Approved Solution
	Approved By
	Review Date

	

	
	
	

	

	
	
	

	

	
	
	

	

	
	
	












Action Plan
Any actions should be added to the General Data Protection Compliance Action Plan and any significant risks should be added to the School risk register.
If produced for a project, then individual actions can be added below:
	Action to be taken
	Date for completion of actions
	Responsibility for action
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